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Attack Surface Management < Domain: sookdelivery.com>

FACTOR:  Application security					SEVERITY: High
ISSUE: Unsafe Implementation Of Subresource Integrity
DESCRIPTION:
Subresource Integrity (SRI) is a security feature in web development designed to ensure the integrity of externally loaded resources on a webpage. These include scripts, stylesheets, and fonts. With SRI, developers include a cryptographic hash of the expected resource content in the HTML. When a user visits the webpage, the browser checks this hash against the actual content fetched from the external source. If the hashes match, that means the resource hasn't been tampered with or compromised.
RISK:
Without SRI, externally loaded resources, like scripts and stylesheets, lack integrity verification. This makes them susceptible to tampering. This creates a potential avenue for attackers to inject malicious scripts, which leads to Cross-Site Scripting (XSS) vulnerabilities, unauthorized data access, and other security threats.
RECOMMENDATION:
To mitigate the risk of tampered external resources, choose one of the following secure approaches:
1. Subresource Integrity:
· Add integrity and crossorigin attributes to all externally loaded scripts, stylesheets, and fonts.
· Regenerate and update the integrity hash whenever the resource changes.
· Enforce a strict Content Security Policy (CSP) to limit trusted sources.
2. Host resources locally:
· Store all JavaScript, CSS, and font files on your own server instead of loading them from third-party CDNs.
· Regularly update local copies to the latest secure versions.
· Apply proper file permissions and use CSP to allow resources only from your own domain.
Both options significantly reduce the risk of malicious code injection and should be complemented with regular security audits and library updates.

FINDINGS:
	Domain
	Evidence

	sookdelivery.com
	<link rel="stylesheet" href="https://use.typekit.net/kie1vxq.css">

	sookdelivery.com
	<link href="https://fonts.googleapis.com/css2?family=IBM+Plex+Sans+Thai:wght@100;200;300;400;500;600;700&amp;display=swap" rel="stylesheet">, <script src="https://www.google.com/recaptcha/api.js?render=6LedhcsrAAAAAPbpQ4MCdINdqz-IJfbdOzIMwQnU">
























FACTOR:  Application security					SEVERITY: High
ISSUE: Session Cookie Missing 'HttpOnly' Attribute
DESCRIPTION:
A session cookie with the HTTP-only attribute is a type of cookie used by websites to temporarily store information during a user's session. It's a security measure that restricts access only through HTTP requests, preventing client-side scripts (such as JavaScript) from accessing it. 
RISK:
Not using the HTTP-only attribute in a session cookie poses a security risk as it allows client-side scripts, like JavaScript, to access the cookie. This vulnerability increases the likelihood of successful attacks, particularly cross-site scripting (XSS) incidents where malicious scripts can exploit the absence of the HTTP-only attribute to steal sensitive session data. Attackers may potentially hijack user sessions, which can lead to unauthorized access and potential misuse of personal information. 
RECOMMENDATION:
- Include the HTTP-only attribute when setting the session cookie.
- Set the SameSite attribute to "strict" or "lax" to control when cookies are sent with cross-site requests. This reduces the risk of cross-site request forgery (CSRF) attacks.
- Enable the "secure" flag to ensure the session cookie is only transmitted over encrypted (HTTPS) connections. This prevents interception by attackers on unsecure networks.
- Periodically change session identifiers to limit the window of opportunity for attackers trying to hijack sessions through session cookie theft.
- Implement a robust Content Security Policy (CSP) to mitigate the impact of cross-site scripting (XSS) attacks, as it helps detect and prevent malicious scripts from executing.
- Use secure and well-established methods to manage user sessions.
- Validate and sanitize user inputs on both the client and server sides to minimize the risk of injecting malicious scripts that could compromise session cookies.
FINDINGS:
	Domain
	Final URL

	sookdelivery.com
	https://sookdelivery.com/





FACTOR:  Application security					SEVERITY: High
ISSUE: Session Cookie Missing 'Secure' Attribute
DESCRIPTION:
A session cookie is a small piece of data that a website temporarily stores on a user's device during their visit. It is commonly used to temporarily store information about the user's session, such as login credentials or preferences. Session cookies are designed to be temporary and are typically deleted when the user closes their browser. The "secure" attribute, when applied to a session cookie, ensures it's only transmitted over secure, encrypted connections (HTTPS). This adds an extra layer of protection against potential security threats during data exchange between the user's browser and the server. 
RISK:
Not including the "secure" attribute in a session cookie introduces a significant security risk. Without this attribute, the cookie is transmitted over both secure (HTTPS) and unsecure (HTTP) connections, making it susceptible to interception by attackers on unsecured networks. This vulnerability exposes sensitive session information, such as user authentication tokens, to potential eavesdropping and unauthorized access. Attackers could exploit this weakness to hijack user sessions, leading to unauthorized account access and potential misuse of personal data. Including the "secure" attribute is crucial to ensure that session cookies are transmitted exclusively over encrypted channels, mitigating the risk of data interception and enhancing overall security. 
RECOMMENDATION:
- Enable HTTPS for your website to ensure secure communication.
- Explicitly set the "secure" attribute when creating or updating the session cookie.
- Implement secure practices for storing session cookies on the server side.
FINDINGS:
	Domain
	Final URL

	sookdelivery.com
	https://sookdelivery.com/









FACTOR:  Application security						   SEVERITY: High
ISSUE: Site does not enforce HTTPS
DESCRIPTION:
HTTPS (Hypertext Transfer Protocol Secure) is a secure version of HTTP, the protocol used for transmitting data between a user's web browser and a website's server. It uses encryption and authentication mechanisms to improve the security of data exchanged. 
RISK:
Not enforcing HTTPS poses significant dangers to the security and integrity of online communication. Without it, sensitive data exchanged between users and websites is susceptible to the following: - Interception by malicious actors. This could lead to breaches and unauthorized access. - Identity spoofing. Attackers impersonate legitimate sites to trick users into providing confidential information. - Data tampering. This enables attackers to change data or add malicious content. It can also result in trust issues. Modern browsers warn users about unsecure connections that can undermine the credibility of the website. Additionally, search engines penalize non-HTTPS sites, affecting their rankings and visibility, and reducing their ability to compete in online searches. 
RECOMMENDATION:
It's highly recommended to implement HTTPS across all web communications.
- Get an SSL/TLS certificate for the website to enable secure connections.
- Make sure it's properly configured and up-to-date.
- Update all internal and external references to use the "https://" protocol and set up automatic redirects from HTTP to HTTPS to ensure a seamless transition for users.
- Regularly monitor and audit the security configuration to promptly detect and address any vulnerabilities.
- Employ security best practices such as HTTP Strict Transport Security (HSTS).


FINDINGS:
	Domain
	Final URL

	sookdelivery.com
	http://sookdelivery.com/




FACTOR:  Application security						   SEVERITY: Medium
ISSUE: Content Security Policy (CSP) Missing
DESCRIPTION:
A Content Security Policy (CSP) is a web security standard implemented through HTTP headers in web browsers. It serves to protect against Cross-Site Scripting (XSS) attacks by defining rules that specify which sources are permitted for loading scripts, styles, and other resources on a web page. By instructing the browser about trusted domains and content types, a CSP helps enhance the overall security of web applications, reducing the risk of unauthorized code execution and malicious activity. 
RISK:
Not implementing a Content Security Policy (CSP) exposes web applications to various risks that are primarily centered around the increased likelihood of Cross-Site Scripting (XSS) attacks. Without a CSP, malicious actors can inject and execute harmful scripts on a website, potentially compromising user data, session integrity, and overall security. The absence of a CSP also heightens the risk of data tampering, clickjacking, and the loading of unsecure content. This makes the web application more susceptible to unauthorized access and data exposure. It also reduces user trust. The lack of a robust CSP leaves the door open for a range of security vulnerabilities, potentially leading to severe consequences for both users and the integrity of the web application. 
RECOMMENDATION:
- Implement a Content Security Policy (CSP) by configuring HTTP headers on your web server.
- Clearly define trusted sources for scripts, styles, images, fonts, etc., using directives like 'script-src,' 'style-src,' 'img-src.'
- Use nonce or hash values for inline scripts and styles to allow specific exceptions while maintaining security.
- Regularly review and update the CSP configuration to adapt to changes and emerging security threats.
- Test the effectiveness of the CSP by simulating potential attack scenarios and monitor violation reports.
- Educate development teams on CSPs and secure coding practices to prevent the introduction of vulnerabilities.
- Consider incremental deployment, starting with a more permissive policy and gradually tightening restrictions.


FINDINGS:
	Domain
	Final URL

	sookdelivery.com
	https://sookdelivery.com/

	sookdelivery.com
	http://sookdelivery.com/

	sookdelivery.com
	https://app.sookdelivery.com/


























FACTOR:  Application security						   SEVERITY: Medium
ISSUE: Insecure HTTPS Redirect Pattern
DESCRIPTION:
An unsecure HTTPS redirect is when a website redirects users from an unsecure HTTP connection to a supposedly secure HTTPS connection in an unsafe or unreliable manner. This redirection process may lack proper validation or verification mechanisms, making it vulnerable to exploitation by attackers.
RISK:
The risk of an unsecure HTTPS redirect lies in the vulnerability it creates for attackers to intercept and manipulate the website’s redirection process. Without proper validation and verification mechanisms, attackers can exploit this weakness to redirect users to malicious websites or intercept sensitive data transmitted during the redirection. This exposes users to various forms of malicious behaviors, including man-in-the-middle attacks, where threat actors eavesdrop on communication between users and the server, potentially leading to data theft, manipulation, or the dissemination of malicious content.
RECOMMENDATION:
- Implement secure HTTPS redirection mechanisms.
- Use proper validation and verification techniques during redirection.
- Configure servers to consistently enforce HTTPS connections.
- Employ HTTP Strict Transport Security (HSTS) to ensure browsers always use HTTPS.

FINDINGS:
	Domain
	Final URL

	sookdelivery.com
	https://sookdelivery.com/










FACTOR:  Application Security						SEVERITY: Medium
ISSUE: Website Does Not Implement HSTS Best Practices
DESCRIPTION:
HTTP Strict Transport Security (HSTS) is a web security mechanism that helps protect websites against man-in-the-middle attacks. When a website is configured with HSTS, it instructs the user's browser to only connect to the server over HTTPS (encrypted connections) and to ignore any attempts to establish unencrypted HTTP connections. This ensures that sensitive information, such as login credentials and session cookies, is transmitted securely. HSTS headers are sent by the server to the browser, indicating the website should only be accessed through secure channels.
RISK:
Not implementing HTTP Strict Transport Security (HSTS) means potentially exposing websites to man-in-the-middle attacks and potential security breaches. Without HSTS, malicious actors could exploit vulnerabilities such as protocol downgrades or cookie hijacking, compromising the confidentiality and integrity of sensitive user data. The absence of a strict policy directing browsers to enforce secure connections over HTTPS increases the likelihood of attackers intercepting and manipulating communication between users and the website. HSTS serves as a crucial defense mechanism. Its absence leaves web applications more vulnerable to various forms of unauthorized access and data interception.
RECOMMENDATION:
- Implement HTTP Strict Transport Security (HSTS) on your web server.
- Configure the HSTS header to instruct browsers to only connect to your website over HTTPS.
- Set an appropriate max-age directive to specify the duration (in seconds) for which the HSTS policy should be enforced.
- Include the 'includeSubDomains' directive, if applicable, extending HSTS protection to subdomains.
- Ensure all resources on your website, including third-party content, are available over HTTPS to avoid mixed content issues.
- Regularly review and update the HSTS policy to adapt to changes in your website and security best practices.
- Test the effectiveness of HSTS implementation to verify that browsers properly enforce secure connections.
- An acceptable HSTS header would declare: "Strict-Transport-Security: max-age=31536000; includeSubDomains;"
FINDINGS:
	Domain
	Final URL

	sookdelivery.com
	https://sookdelivery.com/

	sookdelivery.com
	https://app.sookdelivery.com/




























FACTOR:  Application security						   SEVERITY: Low
ISSUE: Website does not implement X-Content-Type-Options Best Practices
DESCRIPTION:
The “X-Content-Type-Options” is an HTTP header that enhances web security by influencing how a browser interprets the type of content used in an HTTP response. When set to “nosniff,” this header instructs the browser to strictly adhere to the declared content type and refrain from sniffing or interpreting the content in alternative ways. This measure helps prevent potential security issues related to MIME type confusion and promotes a more secure browsing environment by ensuring that the browser accurately processes content as intended by the server.

RISK:
Not using the “X-Content-Type-Options” header poses several risks, including the potential for MIME type sniffing vulnerabilities. Without this header set to “nosniff,” browsers may attempt to interpret content based on heuristics, leading to security vulnerabilities and the risk of executing malicious scripts. This could expose websites to cross-site scripting (XSS) attacks where attackers inject harmful code into the content. Additionally, the absence of the header may result in inconsistencies across different browsers, impacting the reliable interpretation of content types and potentially compromising the security and integrity of web applications.

RECOMMENDATION:
- Configure your web server to include the “X-Content-Type-Options” header in HTTP responses.
- Set the “X-Content-Type-Options” header in HTTP responses and configure it with the value “nosniff” to instruct browsers not to perform MIME type sniffing.
- Consider implementing a Content Security Policy (CSP) that complements X-Content-Type-Options.
FINDINGS:
	Domain
	Final URL

	sookdelivery.com
	https://sookdelivery.com/

	sookdelivery.com
	http://sookdelivery.com/

	sookdelivery.com
	https://app.sookdelivery.com/



FACTOR:  DNS Health						SEVERITY: Information
ISSUE: DMARC Record Missing
DESCRIPTION:
Domain-based Message Authentication, Reporting & Conformance (DMARC) is an email authentication, policy, and reporting protocol that builds on the SPF and DKIM protocols. A DMARC policy adds linkage to the author ('From:') domain name, published policies for recipient handling of authentication failures, and reporting from receivers to senders. The goal of DMARC is to improve and monitor protection of the domain from fraudulent email. A DMARC policy is implemented as a DNS TXT record on the '_dmarc' subdomain of the primary domain. An example record: v=DMARC1; p=none; rua=mailto:dmarc-feedback@example.com

RISK:
Without a DMARC policy, the mail-receiving organization is left to handle messages that fail authentication checks. A proper DMARC policy allows a mail-originating organization to express domain-level policies and preferences for message validation, disposition, and reporting.

RECOMMENDATION:
Implement a DMARC policy that follows best practices. SPF and/or DKIM policies are required to properly implement DMARC. Educate users about phishing threats and encourage vigilance when handling suspicious emails. Regularly review and update the DMARC record to reflect changes in your email infrastructure.

FINDINGS:
	Domain
	DMARC Policy and SPF Record

	sookdelivery.com
	DMARC Error: N/A; v=spf1 include:spf.protection.outlook.com -all
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